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Exercise 1:

Let MAC = (Gen, Mac, Vrfy) be a MAC and for k£ € {0,1}" the tag generation algorithm
Macy, always outputs tags of length ¢(n). Prove that if ¢(n) = O(log(n)) then MAC cannot
be a secure MAC.

Exercise 2:
Let F: {0,1}" x {0,1}" — {0,1}" be a pseudorandom function. Show that the following
MACs are insecure. For all the schemes the key k < {0,1}" is chosen uniformly at random.

a) To authenticate a message m; || mg with |my| = |ma| = n — 1, compute the tag

t = Fp(0 [ ma) [| Fi(1[] ma).

b) To authenticate a message m;y || mo with |m;| = |ms| = n, compute the tag

t:= Fp(my) || Fx(Fr(ms)).

¢) To authenticate a message my || mao || - - - || me with |m;| = n, compute the tag
t == Fi(ma) || Fi(ma) || ... [| Fi(my).
d) To authenticate a message m = my || ma || ... || me with |m;| = n — log(n), choose

r < {0,1}" uniformly at random and compute the tag
t:=(r, Fp(r) ® Fr,(<1> ||mq) @ - - - & Fip(<l> ||my)),
where <i> is the log(n) bit encoding of integer i.

Note that the following MAC is secure: To authenticate m = my, || ... || m, with |m;| = n set
ke = Fr(<l>), to := 0", for i = 1,...,¢ compute t; := Fy,(t,—1 & m;) and output tag t := t,.
Compare the secure construction to the insecure constructions as well as to Constructions 8.4
and 8.6 from the lecture.

Exercise 3:

Let MAC = (Gen’,Mac’, Vrfy’) be a secure fixed-length MAC for messages of length n.
Assume for simplicity that Gen’ chooses a random n-bit key uniformly at random. Break the
message m = my || ... || my into £ blocks in an appropriate way. Consider the following MAC
schemes:

e Macy(m) = (Macy(mq), ..., Macy(my))



e Macg(m) = (Mac)(<1>,my),...,Mac,(<¢>,my)), where < i > denotes the binary
representation of ¢ of length n/2.

o 7+ {0,1}"3, Macy(m) = (r, Mac,(<r>, <1>,m,), ..., Mac}(<r>, <(>,my)), where
<i> denotes the binary representation of ¢ of length n/3.

Compare the schemes to Construction 8.6 from the lecture. What kind of attacks are possible
against the introduced schemes and what kind of attacks are prevented?



