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Ezercises marked (*) and (**) will be checked by tutors.
We encourage submissions of solutions by small groups of up to four students.

Exercise 1:
Let G be a pseudorandom generator with expansion factor I(n). Fix a family {5, }nen of sets
such that for every n € N it holds S,, € {0,1}" and |S,| = 2151 and consider the following
construction:
~ o 0llsh if s Sl
7 a (s) otherwise

Prove that G is a pseudorandom generator.

Exercise 2 (4 points):
(**) Let G be a pseudorandom generator where |G(s)| > 2 - |s|. Consider the following
construction:

G1(s) :== G(s]|0").

Is GG necessarily a pseudorandom generator?
Hint: Exercise 1 might be helpful to argue about G.

Exercise 3:
Let M be a I x n matrix over the field Zy with [ > n. We treat bit strings as column vectors
over Z, and vice versa. Consider the function

Gu: {0,1}" = {0,1}
s — M-

Is G a pseudorandom generator? Prove your answer.

Exercise 4 (4 points):
(*) Let n > 1 be an integer. Fix X7, X5, Y], Ys € {0,1}" with X; # X5,,. Compute probabilities

Pr [f(X1) & f(Xy) = Y10V, Pr [f(X1)@®Y: =Y, Pr [f(Xi©Xy) = f(0")].

f+Func, f+Funcy, f+Func,

Here f is chosen uniformly at random from the set Func,. Explain your answers.

Exercise 5 (4 points):
(**) Let n > 1 be an integer. Fix X1, X5, Y1, Y5 € {0,1}" with X; # X5,. Compute probabi-
lities

Pr [7(X;) =Y An(Xp) =Yy, Pr [7(X;) & 7(Xy) = Y1].
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Here 7 is chosen uniformly at random from the set P, of all permutations on {0, 1}".

Exercise 6:
Let G be a pseudorandom generator and define G'(s) to be the output of G truncated to |s|
bits. Prove that the keyed function Fj(z) given by

Fi(x) .= G'(k) @z,
where &k < {0, 1}, is not pseudorandom.

Exercise 7:

Let GG be a pseudorandom generator with expansion factor [(n) = n+1 and F' a pseudorandom
function. For each of the following encryption schemes, state whether the scheme is cpa-secure.
In each case, the shared key is a random k < {0, 1}™

}2n+2

e To encrypt m € {0,1 , parse m as my||my with |m4| = |ms| and compute

Encg(m) := (G(k) ® m1,G(k + 1) & my) .

e To encrypt m € {0,1}""! choose a random r < {0,1}" and compute

Encg(m) := (r,G(r) @ m) .

e To encrypt m € {0, 1}" compute

Enci(m) :==m & F(0").

e To encrypt m € {0,1}?", parse m as my||my with |m;| = |ms|, then choose r < {0,1}"
and compute
Ency,(m) := (r,mq & Fi(r), ms ® Fi(r +1)).

Exercise 8 (4 points):

(**) Consider the following keyed function Fj(z) : {0, 1}"2% x {0,1}" — {0,1}", where the
key and the input are interpreted as follows. The first n? bits of k describe a n x n matrix
M over Zs. The last n bits of k as well as the input are interpreted as vectors ¢ and & over
Zs respectively. The function value is then computed as

Prove that this function is not a pseudorandom fuction.



