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Outline

Finding suitable hardness assumption
Proof protocol security under that assumption

Proof signature security in random oracle model, rely on
procotol security
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The RSA Assumption

Idea: computing e-th roots modulo a composite number N is hard
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The RSA Assumption =

Formally: given ppt algorithm GenRSA(1") — (N, e, d) for
N = p-q, p,q n-bit primes, e > 1 with gcd(e,p(N)) =1,e-d =1
mod N.
Game RSA — inv 4 genrsa(n):
(N,e,d) « GenRSA(1")
z < 7Ly
x <+ A(N,e, z)
output 1 if x¢ = z, 0 otherwise

RSA assumption: for all ppt algos A, there is a negligible function
u(-) such that

Pr[RSA —inv 4 genrsa(n) = 1] < u(n).
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Protocol Security — Informally

Idea: An identification protocol is secure if it is hard for an
adversary to impersonate a prover, even after having observed
many protocol executions between honest parties.
Introduce oracle Transgx — (R, f,y); models eavesdropping.
Game (informally):
m Impersonator receives public key pk and gets access to
Transg, sends R and to challenger

m Challenger replies with uniform challenge f

m Impersonator responds with y and wins game if y¢ = R - pk’
mod N
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GQ-Ident Security under RSA Assumption

Idea: construct inverter Z for RSA from impersonator B for
GQ-Ident.
Inverter Z(N, e, z):
params := (N, e),pk := z
run B(params, pk)
m answer Transg queries by invoking simulator (special honest
verifier zero knowledge)
m reply to R* with * < Z,.
m receive transcript y*
if (R*,f*,y*) is accepting, rewind B to obtain transcript
(R, F,y), £ #
apply extractor to transcripts to obtain x with x¢ = z (special

soundness)
output x
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GQ-Ident Security under RSA Assumption

Game RSA — inv 4 Genrsa(n):
(N, e, d) + GenRSA(1")
z Ty
x + A(N,e, z)

output 1 if x¢ = z, 0 otherwise

RSA assumption: for all ppt algos A, there is a negligible function
1(-) such that

PI’[RSA — invA,GenRSA(n) = 1] < ,u(n).
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GQ-Sig EUF-CMA in RO-Model under RSA Assumption

ity

Idea: Use ppt forger A against GQ-Sig to construct ppt
impersonator 3 against GQ-Ident
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GQ-Sig EUF-CMA in RO-Model under RSA Assumption [ElES

Ilm

Simplifying assumptions:
m A never repeats queries to H twice

m Given signature (m, (f,y)), A adversary does not query
H(y®-pk=" mod N, m)

m If A outputs (m, (f,y)), it has previously queried H(y® - pk—f
mod N, m)
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GQ-Sig EUF-CMA in RO-Model under RSA Assumption

g(n) polynomial upper bound on number of A’s queries to H
Impersonator B(params, pk) with params = (N, e), pk = z:
B« {L....q(n)}
run A(params, pk), answer queries
m H(R;, m;): if i = j, output R; and receive challenge *; else
f <+ Ze, give forf*to A
m Signg (m): query Transgy, receive (R, f,y), give o := (f,y) to
A

let (m,0 = (f,y)) be A’s output; R := y¢-pk~" mod N
if (R, m) = (R;, m;), output y; else abort
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